ASA Storage Room Security Town Hall Meeting, 16 February 2008

Goals
discuss security measures, 3 or 4 options that we have put together and get a sense of
what the group thinks.

Rooms
437 is dready a storage room, 441 will be the new one.

Options

Option 1: stay asis. Code punch in one room, or code and card in other.
Options 2: Walker does metal keys.

Option 3: proximity reader

Option 4: Cameras

Asls (Codes)

With the codes a president or treasurer requests the code from CAC and they can passto
anyone in the group. They’re not supposed to pass over email, works for non-MIT
students. No control on access. No record of who goes into the rooms.

Metal Key Metal key option, you can pass the key around. Two problems, multiple
people can gain access. Keysdisappear. Added level of responsibility. No record kept.

Prox Reader

Prox reader pros- added security, need an MIT id. You can't just pass access around.
Need to request through CAC to get it changed around. System knowsif people lose or
get anew card. It records who goesin and when, not a public record. Only the MIT
police know if an incident is reported. People had concerns. I1t's 3000-4000 dollars a
door. Non MIT members cannot access the room by default. But alums and staff
members can get permissions on their cards. Groups can request an affiliate card. At the
moment, student groups can’t access who has access online. It isstill planned for the
future, and CAC still hasto update themselves.

Cameras

Pro- can watch what is going on.

Con- more expensive, by the cameras, pay someone to store, record the data. Privacy
issues, thisis student group space and supposed to be an open environment. Not
suggested by CAC but still an option.

Q&A

Student: surprised to learn that the codes doesn’t track which codes was entered when
people enter the office. Can we get the codes to be tracked on the multiple
group/multiple code system? Then we can get the benefits of the code.

Kerri: The system on the door currently isn’'t made to do that. The people that make the
prox readers do have a keypad entry. But she'sonly seen it used as an alarm point.



Even if you could do that it would still be the high cost of the prox card readers. Can be
looked into. Other problems with the key pad. Some numbers wear out quicker than
others and causes the pad to need to be replaced. How would you handle the replacement
chargesfor that case?

S: Possibility of the prox card reader, certain number of cards assigned to each group, but
not attached to aname. So that the group knows what person that is, but CAC doesn’t
really havethelist. It would help with the change in the leadership.

James: it's almost like having a prox card that acts as a key.

S: but it keeps arecord.

J. not sure if you can have a carte blanche card. Do they have to have anametied to it?
We can look into it. How many does a group get?

S: Clarify the prox card is 3000-4000 dollars? James misspoke.

Prox card maintenance is?

K: wear and tear, the cards are tied to the building power. The individual door readers
are not tied to the systems. Sometimes the batteries go dead. Something that people
periodically check.

S: Isit acommon case among the groups that want to use, that there are non MIT
members? They have people who aren’t MIT but they find ways to get affiliate cards.
Other S: Their group would have to do with a large reorganization of power to get that to
be true.

J. part of the reason that we're having this discussion is that there have been multiple
thefts. They they request that al the codes be changed immediately. We haven’t caught
person(s) responsible. Isagood first stepisto limit to only MIT? Or prox card readers?
We'd like to help with the theft issue. We can’'t go and buy aridiculously strong
lockers—we don’t have the money.

Student from group with a new locker: he thinks that cameras have the best chance of
stopping theft. Isthere some recording cameras recording from outside?

J: No, unless agroup put it there

S: privacy issues? What else are people doing in there other than getting things?

J it'satradition

S: but i’ satradition that’ s getting things stolen.

J. oneideais that the two rings in the 4™ floor would get prox card readers.

OS: what about the MIT students?

J. How big of anissueisthe non MIT student?

S. Just about the two storage rooms?

J. at least 20-30 groups in the rooms

S: If you' re not meeting in those rooms, does that effect the fact that non MIT students
can't getin.

OS.: yes, some non MIT people need the access, we know how often they change.

J: the current turn around is two weeks, but the new system would be instantaneous.
OS: There are issues with how we use the storage space. The key and code work alot
better for how the group is using the space.



J. in Walker, we lose alot of keys. And then we have to change the locks, who pays for
that? All the groupsin the room?

S: Difference between the needs of the groups between the two storage rooms?

J: we could talk about splitting the two rooms, if people are interested. SAO at the
moment still have the code system. Prox reader on the new room—> MIT only. Old room
isthe old system?

S: Cost of the affliliate card system to the group themselves? 5-10 peopleit’slike the
MIT id, you don’t get charged for it. But there are replacement costs.

J. CAC/ASA iswilling to work with the groups, If you need a stamp that saysthat a
group is approved for the affliliate card.

S: People will willingly pass the cards around. Affiliate cards don’t have the samethisis
my ID | need it feeling and won’t need it back at the end of the day and could end up asa
blank card. People would think of this and not think of the security measures.

OS: At least the card is still tied to your group.

J. We can have the permissions expire.

S if it'sok with the CAC to be using cards in that manner, then it’ s like the blank card
system.

J- we don’'t want to make the rules for each group.

If we have so many cards per group. The

S: what is more important, risk of theft or accessto more people. This group doesn’t
store things of value. If they steal a soda, oh well. He wantsto have access. What isthe
bigger issue?

S: If it was free, then the cameras would be fine.

J: it probably won't be.

S: how do the groups feel about the privacy issues?

OS.: there could be people who would object.

J: not alot of groups are going for makeout sessions.

Phil Walsh is against cameras. For the reason that it startsto create the president of the
big brother thing. There were cameras in stata and people were upset about it. But if you
vote that’s fine. But in two years what will people think? We don’t have money in our
budget.

S: in terms of the cameras. He doesn’t have issues, but can see how people would. But it
seems like the biggest ongoing cost and aren’t an access solution. He thinks that metal
key isamong the worst solutions for some place with multiple groups. Has an officein
W11 that’s shared and have lost lots of keys (10 of 50 remaining after 10 years or so).
Thinks they’ re probably gone, lost.

J. metal key was the lower end of things.

OS: Problem isinner group control as opposed to larger big brother things. Some groups
have muttering about camerasin their lockers. But that’stheir own issue. Same with a



prox reader. The group maintains the record. So you know what group isin there, and
then you approach the group.

J: reiterates, only the MIT CPswould be the ones contacting. But if they open thefile
and find that the prox readers are being used in the carte blanche way, groups could

object if it comes out thisway. We have yet to have a group with areader that has a theft.

S: Putting up a security camerawhere their have been thefts, not always effective, if al
you want to know iswho isin there at some time—then the prox reader istelling you the
same information with some kind of privacy.

J. would like us to look up and see if there is an option of the blank card. Can the group
get three affiliate cards that are passed around. Given that we look into that, isit that
people want to go the prox route given that we can get it to non MIT people? And if we
can't get it to non MIT people then that kills the idea?

S: if we set the prox readers aside for a second, the metal key solution is better than the
codes. The codes can reproduce themselves at afast rate. Keysget lost, but you can’t
have everyone have it. Prefers metal key.

S: how easily isit changed? What if the key changed every year? Or the code changed
every year? It seemslike they’re never changed

J. The problem is that the code is changed every year.

J. we' ve changed them approximately everytime there is atheft. | know they have been
changed. What if the codes are changed? Then the president and/or the treasurer has to
goto CAC in personto get it and aren’t supposed to travel over email.

S: doesn’t seem like an inherent limitation to the codes.

J: just acurrently limitation.

OS: if they have keys and change the lock, then they still have to go in person to get the
keys

S: yes and the keys are more costly to change.

J. comment on the actual code device. They are going out of style, not really made
anymore. It's becoming the point whereit’s not really ableto do it.

K: people are going to the new technology and it’s in limited manufacture. Some doors
are codes, cards, or combination of both. These units are 600-1000 dollars to replace, we
find that more and more are starting to go. In six months, this conversation might be void
because it could cost 1000 to replace or we might not be able to find them. She will take
the blank affiliate cards issue and talk to the director and security. What limits do we
need to have in order to do it. Would we haveto list the treasurer and the president as the
one listed on the card. What do we have to do for an electronic keypad.

S: what isthe overhead in prox card.

K: similar to codes, but easier to update. We get alist and passto security. The codes
aredone internally. Working on a database that can be updated immediately. Currently
it's up to aweeks lag time for the changes.

S: what happens when board changes over?



K: we can lock down and change

S: what if we can’t get into the room in those days.

J. but won’t the old ones stay until the update.

K: yes, unless we add a termination period for al groups updating.

J. We're going to investigate, want to do what’ s best for as many people as possible.
Another town hall or an online vote?

S: Online.

OS: there aren’t that many people here.

OOS:. restart the discussion all over again if you open back up to everyone online?

J: we can’t lock out all the groups moving into storage, we have to have a decision now.

J: Announcements—Ilockers have arrived, shelves have arrived. We will try to build
them next weekend. New groupsin locker rooms, help if appreciated so we don’'t haveto
pay people! 25-26 feb secure the lockers to the ground. Moving people afew days after
that. Moves are into phases that allow for cleaning. Goal isto be all done by mid-March.



